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PREFACE

Thank you for purchasing Airspan's FlexNET ASN-700/ 900 (hereafter referred to as ASN Link)
device. The ASN Link device s are a part of Airspan's AS. NET product family.

This section discusses the purpose, audience, conventions, and cust omer support of this guide.
Purpose
This Web -based management User's Guide provides step -by - step instructions for configuring

and managing your  ASN Link using a standard Web browser.
Targeted Audience

This guide is intended for the end user.

Conventions

This guide uses the following typographical conventions:

Bold Command, icon, button, and Click the Next button.
field
"To" in bold face and Introduces a numbered To download a SW file:
at the beginning of a procedure 1
sentence T
j Note that provides useful --
information

Warning that provides -
information that can prevent
and avoid bodily or mechanical
harm




SAFETY INSTRUCTIONS (DES TRADUCTIONS FRANCAISES SONT
PRESENTEES DANS L'ANNEXE A)

This document must be re  viewed for familiarization with the product and instructions before
operation.

Verify that an un  -interruptible safety earth ground exists from main power source and the
ground circuitry of the product.

Verify that correct AC power source is available for the AC adapter to produce 12...2 4 VDC for
the product.

Disconnect the product from operating power before cleaning.

& Warning!

A professional installer must install the AC power adapter, base station and antennas.

You are cautioned that changes or modifica tions not expressly approved by the part
responsible for compliance could void the user's authority to operate the equipment.
(FCC 15.21)

Note on electromagnetic emissions

This device complies with part 15 of t he Federal Communications Commission (FCC) rul es.
Operation is subjected to the following conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received including interference that cause
undesired operation

3. Warning! Electromagnetic radia  tion. Please keep this product and related antennas at a
distance 20 cm from human body when operational

Regulatory notice

The specifications and parameters of the device described in this document are subject to
change without notice.

For American regulatory information, see www.fcc.gov. For Canadian regulatory information,
see www.ic.gc.ca .

This equipment generates, uses and radiates energy on radio frequencies and, if not
installed and used in accordance with this guide, may cause harmful interference to

radio communicat ions. However, there is no guarantee that interference will not occur
in a particular installation.

If this equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is encouraged
to correct the interference by one or more of the following methods:

1. reo rientorrel ocate the receiving antenna
2. move the equipment and receiver farther apart

3. connect equipment to an outlet on a circuit different from that to which the
receiver is connected

The FlexNET  ASN Link product is only allowed to be used with Airspan  antennas and
accessories (PSU -3 power supply) and power dividers. In USA and Canada maximum
allowed transmit power levels and channel frequencies are shown in Appendix 5.



INTRODUCTION

This guide contains  information on how to operate and manage the ASN Link products.

Package contents

The ASN Link package contains the following items:

ASN Link product

Mounting kit with downtilt possibility

One weather proof power connector kit

One (700) or two (900 ) weather proof RJ  -45 connector kit(s)
Outdoor power supply unit PSU -3

Factory default tool

Mounting instruction

Documentation CD -ROM

Physical interfaces and description
Key features of the ~ ASN Link are:

@ Aluminium enclosure support s outdoor installation

O Industrial temperature rating ( -40é55 C)

I One (ASN -700) or two ( ASN-900 ) external antenna connectors

O One (ASN -700)ort wo (ASN-900) 10/100 Base TX Ethernet ports

O Operation indication LED

0 RS-232interface for local management

Antenna

The ASN-700/900 is delivered with an integrated 5.150 -5.875 GHz 23dBi planar antenna.
The ASN -900 also, has two external antenna ports with N -type connectors. Also the ASN -
700 has one external antenna port with N -type connector.

Aluminium enclosure

The b ase station unit uses an aluminium enclosure that supports both outdoor operating
environments and an industrial temperature operating range.

Connectors

All connectors are located on the bottom of the housing. Depending on your product
version the number o f Ethernet and antenna connectors may differ from the overview
example presented here.

ANTENHA WENT
Bhemet connector
Pawer connector ——— DB-8, R5-232 for remote connection
. ra T %
- 1 L |

1 1 n
T I TT T

@E @ @E Indic:ation LED

[ETH- [T,

ST Y VYWY Vv @VT ¥ O[T

L Female Ntype connector
for extenal antenna

1.5/

LED indicator

The LED indicator is also located on the bottom of the housing. The operation of the LED
indicator is as follows:

0 Reboot: flashing blue once per second

O Committing configuration and initializing the radios: flashing blue twice per
second

O Factory reset: solid red when erasing the configuration



@ Upgrade software: the colour of the LED varies between red and blue
[}

Vent

The vent can be found on the bottom of the housing as well. The vent equalizes pressure
and lets moisture out of the chassis. It does not need your attention.

Serial RS232 interface

The serial RS232 interface  can be used for local management, as well as resetting the unit
to factory defaults.  The serial RS232 connector on the unit is standard DB9 female
connector.

j Note: Unplug the serial cable from the PC when powering up the ASN Link unit. With
some PCs the serial cable connection can cause factory reset

jNote: Unplug the serial cable fr om the PCifitisnotu sed

Main functionalities

FlexNET link products are designed for wireless point -to0 - point and repeater applications. The
main purpose of the link products is to provide a secure and high capacity transmission for

backhaul and transit  connections. The FlexNET link products operate on unlicensed frequency
bands, 5.470 -5.725and 5.725 -5.850 GHz frequencies using OFDM radios based on adaptive
modulation scheme.

FlexNET link products offer versatile features for different deployment models . Link products can
be configured to operate either in a routed or bridged mode. Wireless bridging mode is very

important application area for these products. Routed link mode is supported in either static

routing mode, or dynamic routing mode based on OSP Fv2 routing protocol. OSPF (Open shortest
path first) is widely used routing protocol, which allows links to be deployed to support

redundant back routes, load balancing, multiple paths to end connections and automatic re -
configuration in case of malfuncti oning link unit with back  -up route. OSPF supports also

advanced integration of wired/wireless connections, where 0 p e r a tnetwosk@outing topology
can be maintained across wired/fibre/wireless connections.

The FlexNET link products are available with int egrated and external antennas. FIexNET single

radio version (ASN -700) includes an integrated high gain antenna. FlexNET two radio version
(ASN-900) also has an integrated antenna; it can also be used with two external ant ennads
disabling the internal an  tenna for scalable antenna solutions.

by



INSTALLATION INSTRUCTIONS

The ASN Link is designed for outdoor installation environment, on a tower, a tall building or an
antenna mast.

A professional installer must install the base station and the antennas. The installer should also
be familiar with network structures, terms, and concepts.

Aluminum enclosure

junting bracket

Installation direction

Connectors must always be downwards in outdoor installations. In indoor installations (e.g.
warehouses etc.) direction can be freely selected if the integrated antenna is not used.

Antenna mast installation

The following figures present the installation of an ASN Link device for an antenna mast pipe.
The requirements for the antenna pipe diameters

ar

e

45é60mm



Aligning the antenna

Installation technician must mechanically align the integrated antenna or external antennas for
the best possible communication over the link jump. ASNET antenna alignment tool can also be
used for the alignment. See ASNET antenna alignment tool user guide for more information.

Power divider

You may connect two sector antennas to one radio by using a power divider. For the best
possible operation, the antennas using the same radio should point directly opposite directions
from each other. Also the length of the cables between the antennas and the power divider
should be the same to ensure even signal strength to both cells.

The power divider reduces the output signal level by approximately 3 dBm.
The following figures present the installation of t he power divider.
a5

=3l =
) i [::'...i ::
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Lightning Protection

Airspan  strongly recommends thata surge arrestor is always used with an external
antenna both to protect against lightning strikes and to ground the external antenna
from its connector.

Ai r s psurgdarestor MO B00208 can protect the radio units of a base station from damage

due to a lightning strike . Statistically a lightning strikes to the highest electrical conductor in an
area and then follows the lowest resistance and shortest path to ground. Since antennas are
usually mounted in high places, they are very susceptible to lightning strikes. Therefore, the

antenna location and the way how it has been mounted is the major point when discussed about
the lightning protection.

Airspan recommends you not to mountyo urantenna s on the highest building or tower
and place them always atleast afewfeet below the top of the mast. Furthermore, the
mast should be grounded by using a thick grounding cable.

Protection of the radio unit can be provided by installing a surge arrestor following the antenna
connector . Surge arrestor MOB00208 uses a gas discharge tube to protect electrical equipment

from lightning surges , which means that the tube must be replaced after a strike. Because the
surge arrestor will not inform the use rthatitis has circuit some repe titive maintenance is
required .

It is also important that the surge arrestor is grounded with a ground ing cable. This
is needed to conduct the lightning bolt energy straight to the ground instead of the

radio unit. The s horter the wire is the better result is achieved. When the external
antenna is grounded from its connector, it also minimizes the risk that electric static

charges would damage the radios. Electric static charges are very common in windy

and dry environmen ts as well as in mountain range.

The following figure demonstrates how to install the surge arrestor MOB00208 correctly.

1

Antenna

Surge Arrestor

Grounding cable

RF cable

Installation pole



Power cabling using PSU-3 power supply

The PSU -3 power supply unit can feed one ASN Link base station product. The power supply is
an external unit designed for operation in outdoor environment. The supply voltage of the power
supply is 24 VDC.

Detailed cabling instructions are in Appendix 1.
Ethernet cabling

The maximum length of Ethernet cabling without repeaters or amplifiers is 10 0 meters (330
feet). Ethernet cabling must fulfil CATS category FTP outdoor cable specifications. Detailed
cabling instructions can be found in Appendix 1.

Protective connector cover

If the Ethernet connectors are not used you must cover the connectors by a protective
cover. The ASN Link is shipped with protective covers on both Ethernet connectors by
default.

Applying coax seal tape

When using the unit with external antennas, you must weather seal the N connectors using seal
tape. N connectors that are not properly sealed permit moisture to enter the connection, which
leads to performance degradation or coverage problems.



CONFIGURATION OVERVIEW - BEFORE YOU BEGIN

The ASN Link link router product can be use d for versatile link  deployments. Different
configuration alternatives are possible. This product is used in networks based on IP routing.
Key issues described in this manual focus on basic configuration of both wireless and wired

interfaces of this product. Before you begin to install this product, mak e sure that you have
following basic issues prepared necessary for router installation: IP network plan where the ASN
Link is to be installed, IP addresses for wired/wireless interfaces of the ASN Link , and radio
network plan for the use of 802.11a radios and channels, as wellas  radio settings appropriate to
your network and hardware (see page 22).

Connecting to the ASN Link products

The ASN Link is configured via a practical web -based configuration utility. The configuratio n
utility can be accessed using an ordinary web browser, and allows you to edit, manage and
monitor your  ASN Link settings and functionality.

The configuration utility supports following web browsers:
O Internet Explorer , version 7.0 or higher
O Firefox , version 2.0 or higher
O Safari, version 3.0 or higher
Other web browsers may also be acceptable, but have not been tested. Only the web browsers

listed above can be guaranteed to function correctly when used to configure the ASN Link unit .

Establishing the initial connection

First, plug in the power cable of the ASN Link to power up the unit.
Establish a physical connection to the ASN Link . If you are using a laptop or a desktop
computer, this can be done using a cross wired twisted pair Ethernet cable to con nect your

PC to ethernetl port of the ASN Link .
Set your computer IP addresses as follows:
O IP address: 192.168.1.2
0 Subnet mask: 255.255.255.0

Once the unit is powered up and your IP parameters are set, you may use your web
browser to connect to the IP add ress of the ASN Link . The ASN Link is pre -configured with
default | P addresses fA192.168.1.106 on the ethernetl inter

Default IP address
Factory default value: 192.168.1.1

Default IP address may be later changed by an administrator (see page 19 for information
about changing the IP address of an interface). To connect to the configuration utility,
perform the following steps:

1. Enter the IP address of the ASN Link in your browser's address or location bar.

2. Press ENTER. This w ill prompt country code selection, The Current country should
be selected from the drop down menu. After selecting the correct country click Set
and a warning text is displayed. When accepted settings are loaded to the unit
shown in Figure 1 .

3. Thiswill bring youtoth e login screen



¥9Initial Configuration - Mozilla Firefox 10 x|

Eile Edit View History Bookmarks Tools Help

& - - & 0 [0 repuisrsz tesape [ B [ICl=[ 200 =Y

Initial Configuration (2/2) 2.2
Select Country Code

Please select your country below,

Country Code Argentina j

Finish

Dane v

Figure 1  The country code selection  of ASN Link products

Providing username and password

Enter your administrator username and password into the fields on the login page. When
shipped, the  ASN Link is pre -set with a single default administrator account. To access this
account, use the following login information:

Username: admin

Password: default

Usernames and passwords are case  -sensitive. Additional administrator accounts and

passwords can be setup fr  om the Security menu (see page 32). To protect your  ASN Link
against unauthorized access, Airspan Networks  strongly recommends that you change the
default password as soon as possible

Click the Login button to send your login information to the ~ ASN Link . Once you have
successfully logged in, you will be presented with the ASN Link configuration menu and
Home page.

Configuration sessions

Each new administrator login will start a new configuration session. The session will be v alid
until administrator log out using Logout action button  or the session has been inactive for
8 hours.

As a security measure, the ASN Link configuration utility will automatically log you out after
15 minutes of inactivity. If this happens, simply enter your administrator username and
password at the login page again to continue working with configuration session .

@’ Note: If browser window s closed before committing settings , configuration session can
not be continued .Referto page 14 for committing settings

10



THE CONFIGURATION HOME PAGE

Upon logging in, you will first see the ASN Link configuration Home page, shown in Figure 2.

j Note: Depending on your choice of product version and web  -browser, your screen may
not appear exactly as depicted in this document.

ASN-700 2.2
HOME AS.Net ASN-700 Uptime: 0 d 16 h 45 min
ASSOCIATIONS
HNETWORKING + System
SECURITY + .
Software version: 2.2 Temperature: 35°C
SERVICES +
UTILITIES + Hardware version: 028G Voltage: 11,1
SOFTWARE Serial humber; 0606-08G-104075 Power supply: PSU-3

LOG
Associations

Commit Settings Associated nodes: 0
Metworking
Interface Status MAC Address Tx Data Rate Rx Data Rate
Logout bridae Disabled
ethernet 100MbpsiFD} 00:07:BD:0A:22:8B  0B/fs 0B/s
radio Active 00:80:48:41:6C:32  0B/fs 436 B/fs

Action Log { 10 most recent entries)
Level Action Time Description
* (Low) 21.02.2008 16:55:47 Configuration committed

oK
Figure 2 The configuration Home page

The Home page displays a brief summary of the configuration and current status of your
Link product. At the top of the page you can read the name and uptime of the device.

j Note: The uptime value is not updated automatically but indicates the value when the
page was last time loaded

Additional information about the ASN Link is grouped under the four sections: System,

Associations, Ne tworking, and Action log. These constitute the remainder of the page.

System

The system info section displays the following information regarding your ASN Link unit.
Software version

The firmware version of the unit. For information about updating the ASN Link
firmware, referto page 47.

Hardware version
The hardware version of the unit.
Serial number

The serial number of your unit. This number is important when you need to contact
customer service.

Temperature:

The temp erature inside of the unit

Voltage:

The voltage of the unit

ASN
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Power supply:
Power supply of the unit. Can be PSU or PoE, depending on  the model
Associations

The number of other link units connected to this ASN Link unit is displayed here.

Networking

The Networking section of the Home page contains information about the network interfaces of
your ASN Link product :

2 Bridge interface s. The bridge interface is a virtual interface . Binding two or more of
the remaining interfaces to the bridge will allow them to share a common IP address.
2 Ethernet ports;  ethernetl and ethernet2. Both ports are standard 10/100 Base -T
Ethernet ports, capable of a connection rate up to 100Mbit/s.

2 radio interfaces; radiol and radio2. These interfaces consist of a pair of radi 0
transceiver/receivers, with an 802.11 MAC layer, used to obtain wireless connectivity.

j Note: The ASN -700 comes with one  Bridge, one Ethernet and one radio interface only,
bridgel, ethernetl and radiol.

For each active interface, the following informat ion is displayed:

MAC Address
The unique hardware identification code of the interface.
Tx Data Rate/Rx Data Rate

The rate of data being sent and received through the interface.

Action log
The ten most recent log entries are displayed at the bottom of the configuration Home page. For
more information about accessing and editing the log, see page 49.
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NAVIGATING THE CONFIGURATION MENU

Use the configuration menu on the left of the screen (see Figure 3 ), to access the other pages of
the configuration utility. Clicking on one of the menu entries will open a sub -menu containing
links to further configuration pages.

HOME

GENERAL
ASSOCIATIONS
METWORKING
SECURITY
SERVICES
UTILITIES
SOFTWARE

LOG

+ 4+ + +

Figure 3  The configuration menu

HOME

The first page displayed at login, containing a summary of information about the ASN Link and
its configuration. See  Figure 2 on page 11.

GENERAL

Contains general information about your ASN Link . See Figure 6 on page 15.
ASSOCIATIONS

Lists additional devices connected to your WLAN. See Figure 8 on page 16.

NETWORKING

Advanced options for configuring the Ethernet and Radio interfaces of the ~ ASN Link . Refer to
page 18.

SECURITY

Add and remove administrators, and change administrator passwords. Refer to page 33.
SERVICES

Set up network services, such as D HCP. Refer to page 35.

UTILITIES

Network utilities to test the connectivity of your network. Refer to page 41.
SOFTWARE

Update the ASN Link product with the latest firmware. Refer to page 47 .
LOG

Edit and examine the ~ ASN Link activity log. Refer to page 49.
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Saving and committing changes

The three action buttons OK, Commit Settings and Logout are used to implement or undo
changes to the configuration of the ASN Link .
OK Commit Settings Logout

Figure 4  The action buttons

OK

Clickingt he OK button after editing any configuration page will save the new settings to the
ASN Link . The new settings will not be enabled until Commit Set tings button is clicked
(see below).

Commit Settings
Click the CommitS ettings button to enable saved settings to persist after reboot of the

ASN Link . The currently saved settings will be written into the non -volatile memory of the
ASN Link and will be in use immediately and also after reboot.
Logout
Clicking the Logout button will end configuration session and discard all changes made
after last commit. To start new configuration session, logout and simply enter your
administrator username and password at the login page again

jNote: To make permanent changes to the configuration of the ASN Link :

Navigate to the appropriate configuration page and enter new settings.

Click the OK button to accept and apply your changes.

Using the menu, navigate to any fu rther pages you wish to configure and repeat steps (1)
and (2).
When you are satisfied with the configuration of the device, click the Commit Settings

button to permanently record your changes.

jlmportant: Depending on the changes made, it may take up to 1 minute for newly
committed settings to take effect. Do not switch off the ASN Link unit during this time!
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GENERAL

The general screen presents common information about your ASN Link .

HOME

GEMNERAL

ASSOCIATIONS

Figure 5 The General link

Click onthe GENERAL link to view and set the following information of the ASN Link base
station unit (see  Figure 6 ):
GENERAL SETTINGS
Contains the name, location and coordinates of your base station unit.
Country Code

Country code can be selected from drop down menu. After selecting the correct country click
Set and a warning text is displayed. When the accept button is pressed theselected country
settings are loaded to the unit.

Note: When configuring the system over the radio link association maybe lost if selected
country doesn't support same channels or channel width settings.

TIME ZONE

The correct time zone should be set here.

SYSTEM TIME

Enter the correct time and date here and click Set .
NETWORK TIME PROTOCOL

If you wish to synchronize the system time wi th a time server, click Enabled and enter the IP
address of the server you want to you use.

ASN-700 2.2

HOME AS.Net ASN-700 Uptime: 0 d 16 h 50 min

GENERAL
ASSOCIATIONS

General Settings

HETWORKING +
SECURITY +
Name AS.Met ASN-700
SERVICES +
UTILITIES + Location
SOFTWARE
Loc Coordinates
Country Code
Ci ik 5 etti
Il Country Code Finland =
Set
Time Zone
Logout
Time Zone EET (Finland, Greece) =l
Set System Time
Date {year-month-day) 2008 - nz - |22
Time thour: min) 09 L 45
Set
Network Time Protocol {(NTP)
Status © Enabled @ Disabled
Server IP address 192.168.1.50
0K
Figure 6 The General screen
j Note: Remember to click on the OK button to apply your changes, and click Commit

Settings  to permanently accept the new configuration.
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ASSOCIATIONS AND NODES

The Associations screen lists all nodes currently connected to the ASN Link , and provides
information about the signal strength of each connection. Click on the ASSOCIATIONS  linkin
the configuration menu to access the Associations page

GEMNERAL
ASS0OCIATIONS
METWORKING +

Figure 7 The Associations link

Nodes connected to the ~ ASN Link are listed in rows across the Associations screen. Information
about current connection conditions is displayed in the columns of the table.

ASN-900 2.2
HOME AS.Net ASN-900 Uptime: 0 d 0 h 20 min
GEMERAL T
ASSOCIATIONS
METW ORKING + radiol (AP}
SECURITY
* Own MAC: 00:80:48:41:6C:88 SSID: asnetl Frequency: 5510 (DFS)
SERVICES +
UTILITIES + STA MAC Address Speed Signal (RS5I)
fgngARE 00:90:42:41:6C:96 12 Mbps Tl 100% (-48)
radio2 ( Station)
Commit Settings Own MAC: 00:20:48:41:6C:86  SSID: asnetl Frequency: 5510 (DFS)
AP MAC Address Speed Signal (RSSI)
00:80:48:41:6C:88 12 Mbps T Q9% (-62)
Logout
Refrezh

Figure 8 The Associations screen

Own MAC

The hardware address of the radio unit.
SSID

The ESSID given to the interface.
Frequency

Different values , depending the status of radio :

Initalizing

Radio is operating in AP mode but is not yet broadcasting beacons. This is caused by radar
scan (DFS). Refer to Appendix 10 for more information about DFS functionality

Scanning

Radio is operating in  station mode and is scanning for access points in range . Refer to page

45 for scanning results
Four digit frequency

AP is broadcasting beacons and ready to accept association requests and the s tation is
associated to access point in shown frequency

AP/STA MAC Address

The hardware address of the connected node.
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Speed
The speed shows the  measure d value of the currentdata  rate of a conne ction in Mbps .
Signal (RSSI)

Signal indicator:  The strength of the connection's radio signal in percentages where 100%
indicates the best Signal Quality

RSSI (Received Signal Strength Indication ): The strength of the connection's radio signal in
decibels w here signal levels above -61dBm indicates 100% Signal strength

jNote: Signal Indicator turns into red if RSSI is more than -45dBm. It is highly
recommended that the RSSI does notexceed -45dBm since that could corrupt the radio
Referto page 23 to adjust Transmit  power
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NETWORKING

Click onthe NETWORKING entry in the configuration menu ( Figure 9 ) to open links to the
networking configuration pages, and the routing table.

Use these pages to setl P addresses and routing tables  for the network interfaces of your ASN
Link . The networking configuration pages can also be used to enable or disable interfaces, bind

interfaces to the bridge , set operating parameters for the special radio interfaces or to configure
VLAN .

NETWORKING +
bridgel
bridgez
ethernetl
ethernet2
radiol

asnetl
radio2

asnetz
Routing
VLANS

Figure 9 The Networking menu

fNote: The ASN -700 comes with one  Bridge, one Ethern et and one radio interface only;
bridgel, ethernetl and radiol.
Changing Ethernet settings

Click onthe NETWORKING> ethernetl  or NETWORKING> ethernet2 link in the
configuration menu to open the configuration page for th e respective Ethernet interface . Figure
10 shows the configuration page for the ethernetl interface.

ASN-000 2.2
HOME AS.Net ASN-900 Uptime: 0 d 0 h 22 min
GEMERAL
Interface: ethernetl (eth0)
ASSOCIATIONS
NETWORKING + Interface Settings
bridgel .
rieas Interface Status ® Enabled © Disabled
bridgez
ethernetl Edit Addresses
ethernet?
- IP Address Subnet Mask Delete
radiol
asnetl 19z2.168.1.1 255.255.255.0 -

radiaz Add Address

asnetZ

Routing 1P Address Subnet Mask Add
VLANS
SECURITY + Add
SERVICES + Interface notes
UTILITIEZ +
SOFTWARE Supported modes: 10baseT{HD/FD), 100baseT(HD/FD)

Link detected: yes
Auto-negotiation: on
Speed: 100Mbps
Duplex: Full

[Ksle]

Commit Settings
114

Logout

Figure 10 Configuring an Ethernet interface
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Basic interface settings

The process of editing the basic interface settings is described below. Remember to click the
button to apply the changes you make.

Interface status

This pair of Interface status  buttons shows whether the selected interface is currently
enabled. To enable the int  erface, click onthe Enabled button. To disable the interface,
click onthe Disabled button. Clickthe OK button to apply the change.

Editing existing IP addresses

The current IP addresses of the selected interface are listed below the basic interface
settings, in the Edit Addresses section of the configuration screen.

To modify an IP address click in the IP Address and/or Subnet Mask fields. Edit the IP

address/subnet mask, and click the OK button.

To delete an IP address click the Delete checkbox besi de the IP address(es) you wish to
delete. Click the  OK button to remove the checked address(es).

Adding a new IP address

Assign a new IP address to the selected interface by using the Add Address  fields at the

bottom of the configuration screen. Enter a new IP address and subnet mask in the
respective text fields of the selected interface, and click the Add button.

jNote 1: Remember to click on the OK button to apply your changes, and click Commit
Settings  to permanently accept the new configuration.

jNo te 2: The Add function does not apply the changes if the IP address or subnet mask
fields are improperly filled.

OK
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Changing bridge settings

Click on the NETWORKING>bridge 1 or NETWORKING>bridge 2 link in the configuration
menu to open the configuratio n page for the bridge interface

The process of editing the basic interface settings (interface label and status) is exactly as
described for Ethernet interfaces in Section Basic interface settings ,onpage 19. Interface
settings sp ecific to the bridge interface are described here (see Figure 11 on page 20).

The ASN Link product should be configured so that the first Ethernet port (Ethernet 1) is used to
connect the base sta tion towards the Internet or a n Airspan ControINET Server

Transparent bridging with Ethernet tunnel

A pair of link units can be used as a transparent bridge with Ethernet tunneling option. Both

ends of the radio link must have the same tunnel setting ie. it works only with the units
supporting this protocol . The bridge configuration shows option (Activate tunnel) to turn on
tunneling for the radio interface. By default the tunnel is on. When using the unit as normal
bridging Access Point  (i.e. when using  ASN-900 in Point to MultiPoint application) tunnelling
must be disabled for corresponding radio interface . The tunnel setting has no effect when
bridge is not enabled.

ASN-900 2.2
HOME AS.Net ASN-900 Uptime: 0 d 0 h 24 min
GEMERAL "
Interface: bridgel {br0)
ASSOCIATIONS
NETWORKING + Interface Settings
bridgel .
rf 2= Interface Status ' Enabled © Disabled
bridgez
ethernetl VLAN Settings
ethz.arnetz WILAM rapping ' Enabled @ Disabled
radiol
asnetl Edit Addresses
dioz
rase IP Address Subnet Mask Delete
asnet?
Routing 192.1658.10.1 255.255.255.0 r
WLAN
s Add Address
SECURITY +
SERVICES + IP Address Subnet Mask Add
UTILITIE=S +
SOFTWARE edd
LOG Bridge member interfaces
. . Interface Activate tunnel Delete
Commit Settings
ethernet2 (ethl) [
radiol (wlan0) v -
Logout Add Interface to Bridge
Bridge interface Add
ethernetl (etho) | Add
oK

Figure 11 Configuring the bridge interface

j Note:  User should be extremely careful when configur ing the interface that is used for
unit management.

Removing an interface from the bridge (ASN-900 only)

The Bridge member interfaces section of the configuration page is used to remove
interfaces from the bridge. Available interfaces are listed in the Int erface combo box.

To remove an interface from the bridge (ASN-900 only)

1. Using the combo box, select the network interface to be removed.
2. Clickthe Delete checkbox beside the selected interface.
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3.

Click the OK button to remove the selected interface from t

Binding an interface to the bridge (ASN-900 only)

The Add Interface to Bridge section of the configuration page is used to bind interfaces to
the bridge. Available interfaces are listed in the Bridge Interface combo box.

To bind an interface to the bridge (ASN-900 only)

1.
2.
3.

he bridge.

Using the combo box, select the network interface to be bound to the bridge.

Click the Add

link beside the selected interface.

Click the OK button to bind the selected interface to the bridge.

Configure VLAN mapping

When ena bling VLAN mapping
This will be VLAN

from interfaces which are bridged but tagged
It i s accessible on interfaces which are not

jNote:

management.

on bridge interface
on which unit will be manageable via IP.

to another VLAN than th
part of bridge and have th

On Edit VLAN mapping panel you can change every interface on bridge (E
mode . When untagged interface is part of VLAN it will accept

to either trunk or untagged

normal untagged packets and send packets out of interface untagged
tagged interface for all VLANSs present on unit.

a new Management VLAN field is shown
The unit can not be accessed

e management VLAN.
e |IP addresses.

User should be extremely careful when configuring the bridge that is used for unit

thernet or VSSID)

. Trunk is so called

Packets enteri ng on untagged interfaces are forwarded to a trunk interface with a

corresponding VLAN tag

ASN-900
HOME
GEMERAL
ASSOCIATIONS
METWORKING +
bridgel
bridgez
ethernetl
ethernetz
radiol
asnetl
asnet2
radio2
asnetz
Routing
WLANS
SECURITY +
SERWICES +
UTILITIES +

SOFTWARE
LOG

Commit Settings

Logout

. Trunk interfaces only send and receive VLAN tagged packets for
VLANSs present on unit, nonpresent VLANs and untagged packets are dropped.

AS.Net ASN-900

Interface: bridge1 (bro)

Interface Settings
Interface Status
YLAN Settings
WLAN mapping
Managerment YLAN
Edit Addresses
1P Address
192.165.10.1
Add Address

IP Address

Bridge member interfaces
Interface

radiol (wlan0)

radio2 (wlanz0)

Add Interface to Bridge

Bridge interface
ethernetl {etho) ;I

Edit ¥LAN Mapping

¥SSID and Interface

asnetl (radiol)

asnet2 {radiol)

asnet2 (radioz)

Figure 12

2.2

Uptime: 0d 0 h 27 min

& Enabled " Disabled

@ Enabled ¢ Disabled

1- management:l

Subnet Mask
255,255.285.0
Subnet Mask
Activate tunnel
r
I~
Add
Add
Trunk Untagged YLAN
el @ 1000 - vlan1000 =]
ol @ 1001 - vlani001 =]
@ el 1- managementj

Mapping the VLANs

Delete
-

Add

Add

Delete
r
r

0K
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Changing radio interface settings

Click NETWORKING>radiol or NETWORKING>radio2 links in the configuration menu to
open the configuration pages for the first and second radio interfaces, respectively.

Interface settings specific to the radio interfaces are des cribed here (see  Figure 13 ). Depending
on the product version you are configuring and radio operation mode, some of the Radio
Settings might be missing or appear differently.

jNote: The ASN -700 comes with one  Bridge, Etherneta nd radio interface only.

ASN-700 2.2
HOME AS.Net ASN-700 Uptime: 0 d 16 h 59 min
GEMERAL g
Interface: radio (wlan0)
ASSOCIATIONS
METWORKING + Interface Settings
brid .
neae Interface Status & Enabled © Disabled
ethernet
radio Edit Addresses
t1
asn.e IP Address Subnet Mask Delete
Routing
VLANS 192,165,531 255.255.255.0 -
SECURITY +
Add Address
SERMICES +
UTILITIES + IP Address Subnet Mask Add
SOFTWARE
LOG Add
Radio Settings
Commit Setti
L Mode &P AP | Station
Wireless mode 802113
Channel bandwidth 20MHz 20 40
Logout
Channel selection Autornatic =l
Radio tx power {at antenna port) 10 dBm LI
Data Rate {radio ¢x speed) Automatic j
Beacon interval (ms) 100
Maximum link length (meters) 7500
Antenna Settings
Antenna Integrated;l
Antenna gain 22
Interface notes
+ This interface is a member of bridge
oK

Figure 13 Configuring the radio interfaces

Set the Radio Operation mode

Use the AP/Station buttons to specify whether the interface will operate in AP or Station
mode.

jNote: If Radio Station mode is chosen, some of the features described below are not
applicable.

Channel Bandwidth

When 802.11a wireless mode is used in some countries it is possible to use a 40MHz
channel bandwidth instead of a 20MHz channel. In AP mode channel bandwidth must
explicitly be defined if you want to use this, in Station mode also auto can be selected. If
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automatic channel bandwidth is selected the station first scans 40MHz channels and
after that 20MHz channels. Naturally scanning takes a longer time if automatic channel
bandwidth is used.

In 40MHz mode link throughput is almost doubled, but due to noise level increases link
budget is reduced by 3dB.

Channel selection (AP mode only)

Use the Channel selection combo box to select an operating frequency for the link
connection (AP mode only) . The radio channel fr  equency is expressed in MHz

Dynamic frequency selection (DFS) is always enabled in ASN Link E/UK products as a
default setting.

Set transmit power

Use the Radio tx power combo box to set the transmit power. The radio transmit power
directly affects hop| ength. Do not exceed the maximum EIRP (effective isotropic radiated
power) power (EIRP = tx power - cable loss + antenna gain), which is limit ed by the local
radio authority.

When using external antennas, the cable loss should also be taken in account. Use the
Radio tx power combo box to select your desired power level and click the OK button.

With highest modulation levels the transmit power level is reduced a bit. The reduction is
approximately 2dBm with 54Mbit/s and 1 dB with 48Mbit/s. With turbo mode th e reduction
is about 5dBm when 108Mbit/s transmission data rate is achieved

jNote: When using external antennas, make sure that the maximum EIRP power does not
exceed the applicable power limitations set by the national radio legislation. Check

applicable maximum radio transmit power + antenna combinations from Appendix 5 of the
manual where the equipment details are shown

Data rate
Using the Data Rate combo box, you can set a constant dat
link unit will always use the best p ossible data rate.

Beacon interval (AP mode only)

This represents the interval of the beacons that VSSID sends, in milliseconds. Beacons

include basic information of the access point, and are used by stations to determine which

access point to use. With mu Itiple VSSIDs they will also easily generate significant amount

of frames with each VSSID sending its own beacons. Valid values are in range {25 -60000},
though high values may cause problems for clients trying to find access points. Default

value is 100ms. To change the Beacon interval, enter the new value in the Beacon interval

text box and click  OK button.

jNote: Active scan is not allowed in A mode in E TSland UK regulation domains , therefore
clients are not allowed to Probe for suitable APs. Due to this regulation, i tis not
recommended to set the beacon interval higher than 300ms . Some clients might not detect
APb6s beacons if higher value is used.

Maximum link length

Use maximum link length text boxto adjust maximum link distance in meters . Link length
can be adjusted from 500m up to 55000m (55km)

When configuring a Point  -to-Point link, set the same value for maximum link length to both
ends of the link connection

When configuring a Point  -to - Multipoint link, set the maximum link length to correspond the
longest link connection in your PtMP configuration.

Defining the antenna gain (AP mode only)
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Enter the gain of the antenna (for example, 22) in use in this field.
Integrated antenna (ASN -700 only)

Integrated antenna is a 2 3 dBi gain panel antenna. After you have selected integrated
antenna from combo box (Integrated/ External), write th3 amtdammangai n A2
Gain input value in the related text box.
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External antenna

PlanAir
8,5-

External antennas of varying gain levels can be used. We recommend using Airspan
anten nas only. External antennas that  Airspan recommends are typically between
30dBi in their gain. Write the antenna gain value into the related text box.

Changing VSSID settings

Click NETWORKING> ssid links in the configuration menu to open
the first and second VSSID, respectively.

the configuration pages for

Figure 13 ). Depending on
Radio Settings

VSSID settings specific to the radio interfaces are described here (see
the product version you are configuring and radio operation mode, some of the
might be missing or appear differently.

ASN-900 2.2
HOME AS.Net ASN-000 Uptime: 0 d 0 h 31 min
GEMERAL 7
YSSID settings
ASSOCIATIONS
METWORKIMG + SSID Settings
bridgel
. SSID f network name asnetl
bridgez
ethernetl Multicast Data Rate Default x|
ethernst2
radiol RTS threshold 2346
GSEL Fragmentation threshold 2346
radioZ
asnet? wWireless Multimedia Extensions (WWrM) ' Enabled & Disabled
Rauting Station isolation © Enabled * Disabled
YLANS
SECURITY + Suppress S5I0 © Enabled  Disabled
SERVICES + Fast Frames  Enabled & Disabled
UTILITIES +
SOFTWARE Bursting © Enabled ® Disabled
LOG DSCP " Enabled & Disahled
- i
Commit Settings DSCP value (0-63)
Security settings
Select Security mode Mo Encryption hd|
Logout Access Control List {ACL)
ACL Status  Enabled @ Disabled
Add allowed MAC addresses
MAC address Add
Add allowed MAC addresses from file
Browse... | Send file
1] 4
Figure 14 Configuring the VSSID
Edit the SSID

To change the SSID of a radio interface, enter the new SSID in the SSID/network name
text box and click  OK. The SSID may contain a maximum of 32 characters. Associated link
units should be configured to use the same network name in order to communicate.

Set the RTS threshold

This value determines the maximum packet size allowed before the RTS/CTS handshaking
protocol takes effect. To avoid packe t loss when multiple stations are sending packets to an
AP, the RTS/CTS protocol will be activated whenever a packet exceeds the specified

threshold. A threshold value of 1 implies automatic RTS/CTS. Values in the range {1 -2346}
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are supported. To changeth e RTS threshold, enter the new value in the RTS threshold text
box and click the  OK button.

Set the Fragmentation threshold

In a noisy radio environment, packet fragmentation is used to split large frames to smaller
frames to minimize the decrease in net work capacity. If the size of a frame exceeds the
fragmentation threshold, the frame will be fragmented into small frames. Values in the

range {256 -2346} are supported. To change the Fragmentation threshold, enter the new
value in the Fragmentation thresho Id text box and click the OK button.

Wireless Multimedia Extension (WMM)
Wireless multimedia (WMM) brings support for multimedia applications with quality of

service on Wi -Fi networks. Wireless Multimedia standards made by the Wi -Fi alliance define
an int ermediate solution for QoS functionality until the IEEE 802.11e specification is
formally approved. WMM is based on a subset of the 802.11e standard, and defines

enhancements to the MAC for wireless LAN applications with Quality of Service

requirements, which include prioritisation  of voice and video over best  -effort and
background traffic for IEEE 802.11 wireless LAN s. The WMM/QoS feature can be enabled or
disabled per wireless interface on an ASN Link product . WMM supports backward
compliancy in a mixed e nvironment consisting of WMM aware and non -WMM legacy
devices. This means both WMM enabled and non -WMM clients are supported

Inthe No QoS method , all packets from multiple streams are treated equally and are sent
out according to when they arrive at the wireless device, FIFO model (First in First out)

AS. NETd6s initial r el eas(@SNLink) stipparts DSi GPKabglingommyu csince
VSSIDs is not supported.

See Appendix 8 for more information about the WMM.

Enable Station isolation (ASN-900 in AP only)

When enabled on VSSID, clients associated to the VSSID cannot communicate with each
other. Clients associated to different VSSIDs on either same or different radios can always
communicate with each other if in same VLAN, despite the station isola tion settings.

To configure this option select the appropriate radio button to enable or disable Station
isolation.

Suppress/Enable SSID broadcast

This pair of radio buttons indicates whether the SSID is broadcast over the wireless
network. Disabling SSID broadcast can increase wireless network security. Click the
appropriate radio button to enable or disable SSID broadcast and cl ick the OK button.

jNote: SSID Suppression is only supported in FCC products.

Fast Frames

Fast Frames u tilizes aggregation of tw o frames resulting frame size up to 3000 bytes
enhancing the maximum throughput. To enable or disable fast frames, click the appropriate
radio button and then click the OK' button.

Packet Bursting

Packet Bursting  allow more data frames to be sent in an uni nterrupted transmission burst
enhancing maximum throughput. To enable or disable packet bursting, click the appropriate
radio button and then click the OK' button.

jNote: Some 3 " party Clients might not support Fast Frames or Bursting.

DSCP Tagging for inbound traffic

DSCP tags are in the 3rd layer of the OSI model. 6 bits of the TOS byte are being
reallocated for use as the DSCP field, where each DSCP specifies a particular per -hop
behavi our that is applied to a packet.
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Security Mode

ASN Link units suppor t two different Security modes specified by WiFi Alliance . To enable
encryption, select suitable Security mode from combo box and press OK button. 1t is
strongly recommended  touse WPA2 Only Personal for better security

WPA2 Mixed  Personal
WPA2 Mixed Personal Mode operation permits the coexistence of WPA and WPA2
clients on a common SSID . During WPA2 Mixed Personal Mode, the access point
advertises the pair wise encry ption ciphers (TKIP, CCMP ) that are available for use
Multicast cipher is TKIP in mixed mode to permit  coexistence of WPA and WPA2
clients . WPA2 Only client cannot associate to a mixed mode network due to
mismatching multicast cipher

WPA2 Only Personal
WPA2 Only Personal mode allows only WPA2 clients using AES -CCMP as cipher to
associate Multicast cipher is AES-CCMP. WPA2 Mixed Personal mode client cannot
associate to a WPA2 Only Personal mode network due to mismatching multicast
cipher

Access Control List (ASN-900 in AP mode only)

ACL is controlling which stations are allowed to access the host based on the MAC address
of the station unit radio interface.

Enabling the ACL
Enable or disable ACL by selecting correspondent mode on the page.
Adding the allowed MAC address from the menu
Allowed MAC addresses can be added one by one by typingth e address in hex coded
format each digit pair separated by the colon (e.g. 12:34:56:78:90) and then pressing
Add button.
Access Control List (ACL)
ACL Status T Enabled @ Disabled
Add allowed MAC addresses
MaC address Add

Add allowed MAC addresses from file

Browse... | Send file

oK
Figure 15 Access Control List menu

Access Control List (ACL)
ACL Status  Enabled * Disabled

Allovied MAC Addresses
Address Delete Delete All
00:12:BF:23:70:9C r

00:12:BF:23:70:88 r

00:12:BF:23:70:BB r

Add allowed MAC addresses

MAC address Add

Figure 16 List of allowed MAC addresses
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Deleting the MAC addreses

One can dele te the addresses one by one by tagging the correspondent line and pressing
OK or delete all addresses by selecting Delete All tag.

Adding the MAC addresses from a file

One can read all the allowed MAC addresses from the file. Each line can contain only one
address and the format is same as when typed to the field.

jNote: Each line may not con tain additional characters in the end and only hex -numbered
octets separated with the colons are allowed. See example file

00:12:BF:23:70:9C
00:12:BF:23:70:AA
00:12:B F:23:70:BB
00:12:BF:23:70:AA
00:12:BF:23:70:11

Figure 17  Example list of allowed MAC addresses in the file

Error messages when adding the MAC addresses
The system check s the format of each entered address from the field or from the file.

The error message is disp  layed on the correspondent area depending if the error occurs
when adding the address from a field or from a file. See following examples of the error
reading from the file and from the field.

Add allowed MAC addresses from file

MAC address octets should have 2

Browse... |
characters 00:12:BF:23:7:BB

Send file
Figure 18 Example error message of the mistyped MAC address in the file
Add allowed MAC addresses
MAC address octets should have 2 characters
MAC address Add

Figure 19 Example error message of the mistyped MAC address in the Add field

Station MAC address (ASN-700 in AP mode only)

To enable AP -Station communication, enter the Station radio MAC address to this field
(radio MAC addres s can be seen e.g. from the Station unit GUI configuration home page)

jNote: Remember to click on the OK button to apply your changes, and click Commit
Settings to permanently accept the new configuration.

Interface notes (all interfaces)

Interface notes  section is shown at the bottom of the screen whenever an interface is configured
as a member of an active bridge , or if Services (DHCP Server or DHCP Relay) is configured to
use the interface.  Interface notes provides links to bridge or service configurat ion.
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Routing

To set up routing information for the ASN Link , click onthe NETWORKING> Routing link in the
configuration menu. This will open the routing table configuration page (see Figure 20 ).

Figure 20 The Routing table

Editing an existing route
Existing routes are displayed in the Edit routes section of the configuration screen.

To modify an existing route click in the Destination , Gateway and/or Netmask fields.
Edit the existing information and click the OK' button.

The Interfac e field shows which interface is used for sending packets to the gateway. The
interface is the one which has an IP subnetthat  matches the gateway IP address. If there is
no IP subn et for the gateway IP address, the I nterface field displays "Unknown!". In this
case, either the gateway IP address or the IP settings of interfaces of the unit have to be
changed.

Adding a new route

Assign a new route by using the Add Route fields at the bottom of the configuration
screen.

To add a new route

Enter the destinat ion network in the  Destination text field, and the associated gateway
and subnet mask in the Gateway and Netmask fields. Click the Add link beside the new
route information.

Default gateway
To set the default gateway, DestieatifiOn ahdtle. Qebmaskor bot h, t he

OSPF & RIP

The ASN Link can also be upgraded to support OSPFv2 (Open shortest path first) dynamic
routing. Additional information and manual for OSPF support is available from Airspan
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